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The  events  of  September  11, 
2001,  pierced  the  sense  of 
invulnerability  that  most 
Americans  had  come  to  ex¬ 
pect.  Although  the  feeling  of  security 
at  home  waxed  and  waned  with  the 
perils  of  the  Cold  War — from  duck- 
and-cover  drills  in  the  1950s  to  detente 
in  the  1970s — an  expectation  of  being 
removed  from  any  direct  threat  of  war 
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became  common  after  the  fall  of  the 
Soviet  Union.  As  the  sole  superpower, 
the  United  States  pursued  its  interests 
as  a  nation  at  peace.  If  the  Persian  Gulf 
War  warned  that  were  still  threats 
around  the  world,  it  also  reinforced  the 
idea  that  America  would  fight  its  wars 
far  from  home.  As  one  Pentagon  wag 
quipped  in  the  1990s,  the  Armed 
Forces  only  played  away  games. 

In  the  decade  following  Desert 
Storm,  some  defense  analysts  began  to 
focus  on  asymmetric  threats  that  could 
be  directed  at  the  homeland.  At  the 
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same  time  the  Clinton  administration 
initiated  various  actions  to  help  Fed¬ 
eral,  state,  and  local  governments  en¬ 
hance  their  ability  to  defend  against 
and  coordinate  responses  to  attacks  on 
the  United  States.  But  Americans  re¬ 
mained  either  unaware  or  unconvinced 
of  any  threat  even  after  the  attack  on 
the  World  Trade  Center  in  1993. 

In  the  wake  of  the  worst  terrorist 
attack  in  the  history  of  the  Nation, 
homeland  security  has  become  the  top 
priority.  Before  September  2001  there 
was  a  growing  commitment  among 
many  government  officials  to  guard 
against  such  threats  to  the  United 
States.  Since  then  there  has  been  an  ur¬ 
gent  public  demand  and  an  unprece¬ 
dented  political  will  to  do  whatever  is 
necessary  to  enhance  homeland  secu¬ 
rity  as  quickly  as  possible.  Congres¬ 
sional  approval  to  give  the  President 
$40  billion  in  an  emergency  supple¬ 
ment — twice  the  sum  requested — was 
indicative  of  the  new  mood. 

But  a  year  after  this  wake  up  call, 
the  United  States  still  lacks  a  home¬ 
land  security  strategy  to  manage  risk 
and  guide  resource  allocation.  Al¬ 
though  Congress  is  debating  how  to 
organize  for  homeland  security,  no  de¬ 
cisions  have  been  made  on  which 
threats  require  attention,  what  pro¬ 
grams  should  receive  a  priority,  and 
how  resources  must  be  allocated. 
Given  this  policy  vacuum,  there  is  an 
urgent  need  for  an  integrated,  strategy- 
driven  homeland  security  program. 

Prevention,  Protection, 
Response 

Homeland  security  means  pre¬ 
venting,  deterring,  preempting,  and 
defending  against  attacks  against  the 
United  States,  and  managing  the  con¬ 
sequences  of  any  attack.  Inherent  in 
this  definition  are  three  broad-based 
and  enduring  objectives  that  must  un¬ 
derpin  a  new  national  strategy.  The 
first  is  preventing  attacks.  This  is  cen¬ 
tral  to  the  open,  democratic,  market- 
based  American  way  of  life.  Preven¬ 
tion  involves  countering  threats 
before  they  become  manifest  as  far 
from  the  Nation's  borders  as  possible. 
This  can  range  from  efforts  mounted 
with  allies  to  roll  up  terrorist  networks 
or  denying  access  to  weapons  of  mass 


destruction  to  immediate  actions  in¬ 
side  the  United  States  to  prevent  ter¬ 
rorists  from  renting  crop-dusters.  Pre¬ 
vention  is  proactive,  requiring 
offensive  action  to  destroy  or  neutral¬ 
ize  threats  before  an  attack  occurs.  It 
involves  "shaping  the  security  envi¬ 
ronment  to  avoid  or  retard  the  emer¬ 
gence  of  threats  to  the  United  States," 
which  can  only  be  achieved  by  action 
abroad.1  In  this  regard,  the  Depart¬ 
ments  of  State  and  Defense,  allies,  and 
law  enforcement  agencies  overseas 
play  a  significant  role.  In  the  final 


analysis,  the  major  element  of  preven¬ 
tion  is  detecting  threats  in  advance, 
with  enough  specificity  and  warning 
to  take  preventive  action. 

To  deflect  attacks,  decisionmakers 
must  anticipate  the  kinds  of  attacks 
that  might  occur  and  details  on  their 
nature,  location,  and  timing.  This  re¬ 
quires  good  intelligence  collection  and 
analysis  and,  in  most  cases,  substantial 
sharing  of  information  across  national 
and  agency  lines. 

Because  not  every  threat  can  be 
prevented,  the  goal  must  be  to  mini¬ 
mize  the  likelihood  that  the  most  seri¬ 
ous  types  of  attack  could  be  mounted 
successfully.  As  the  Secretary  of  De¬ 
fense  said,  "Our  victory  will  come  with 
Americans  living  their  lives  day  by  day, 
going  to  work,  raising  their  children, 
and  building  their  dreams  as  they  al¬ 
ways  have — a  free  and  great  people."2 
The  fact  that  Federal  law  enforcement 
and  intelligence  agencies  have  averted 
such  attacks  in  the  past  by  acting  rap¬ 
idly  on  specific  indications  is  proof 
that  a  degree  of  prevention  is  possible. 

The  second  objective  of  homeland 
security  is  enhancing  the  capability  of 
the  United  States  to  protect  itself 
against  attack.  This  includes  strength¬ 
ening  defenses  against  a  range  of 
threats  that  might  come  from  a  variety 
of  directions  against  any  number  of 
targets. 


Essential  to  the  protection  of 
American  citizens  is  a  capability  to  de¬ 
feat  or  neutralize  enemy  action  once 
an  attack  is  launched.  A  range  of  capa¬ 
bilities  that  includes  domestic  law  en¬ 
forcement,  intelligence,  military,  and 
public  health  organizations  will  be 
needed  to  mount  effective  barriers  to 
such  attacks  whether  they  involve  im¬ 
mediate  responsive  defense  against  ei¬ 
ther  aircraft  or  missiles,  a  rapidly  insti¬ 
gated  search  to  find  and  foil  a  terrorist 
cell,  or  day-to-day  security  measures  to 
patrol  borders  and  protect  critical  in¬ 
frastructure.  This  as¬ 
pect  of  homeland  se¬ 
curity  is  particularly 
complex  because  of 
the  variety  of  ac¬ 
knowledged  threats, 
the  increasing  sophis¬ 
tication  of  known  terrorists,  and  the 
ability  of  subversive  elements  to  adapt 
their  mode  of  operations  to  new  coun¬ 
termeasures  and  exploit  weaknesses  in 
existing  protective  systems. 

Efforts  must  focus  not  only  on  en¬ 
suring  that  terrorists  can  never  again 
hijack  airliners  and  fly  them  into  sky¬ 
scrapers.  The  United  States  must  guard 
against  planes,  missiles,  vehicles,  ships, 
chemical  or  biological  agents,  nuclear 
materials  in  urban  areas,  and  cyber  and 
physical  attacks  on  critical  infrastruc¬ 
ture.  Both  lethal  and  non-lethal  dis¬ 
ruptive  threats  demonstrate  the  com¬ 
plexity  of  the  problem  and  range  of 
participants  in  the  public  and  private 
sectors  who  should  be  involved  in  pro¬ 
tecting  the  homeland.  This  diversity 
highlights  the  need  to  prioritize.  The 
United  States  cannot  afford  to  give 
equal  weight  to  defending  against 
every  conceivable  threat  scenario. 

The  third  objective  is  improving 
the  ability  to  manage  the  conse¬ 
quences  of  an  attack.  First,  there  must 
be  a  forceful  capability  to  guarantee 
public  safety;  continuity  of  govern¬ 
ment;  command,  control,  and  commu¬ 
nications;  and  essential  services.  Effec¬ 
tive  consequence  management  is 
central  to  maintaining  public  confi¬ 
dence  and  reducing  the  impacts  of  ter¬ 
rorism.  As  seen  on  September  11,  first 
responders  such  as  firefighters,  police, 
and  emergency  rescue  teams  are  often 
the  most  critical  elements  of  conse¬ 
quence  management.  They  should 
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have  the  assets  and  training  to  coordi¬ 
nate  their  activities  under  extraordi¬ 
nary  conditions,  such  as  the  use  of 
weapons  of  mass  destruction. 

Second,  the  United  States  must  be 
able  to  minimize  disruption  and  re¬ 
store  the  infrastructure  rapidly  in  the 
immediate  aftermath  of  any  attack. 
This  might  involve  restoring  telecom¬ 
munications  service,  repairing  energy 
production  and  distribution  systems, 
or  providing  alternative  means  and 
routes  of  communication  and  trans¬ 
portation.  Hardening  potential  targets, 
developing  contingency  plans,  and 
building  a  degree  of  redundancy  into 
key  systems  will  be  critical  to  rapid 
restoration. 

Third,  the  Federal  Government 
must  be  prepared  to  quickly  stabilize 
financial  markets  and  manage  eco¬ 
nomic  consequences  of  an  attack.  This 
should  involve  agencies  such  as  the 
Treasury  Department  and  Federal  Re¬ 
serve  System  working  in  partnership 
with  the  private  sector. 

Fourth,  Federal,  state,  and  local 
agencies  as  well  as  nongovernmental 
organizations  must  provide  immediate 
assistance  to  attack  victims  and  af¬ 
fected  communities.  Central  to  protec¬ 
tion  and  response  are  advanced  plan¬ 
ning,  exercises,  and  simulations  that 


identify  problems  and  coordinate  ef¬ 
forts  among  government  and  private 
sector  representatives. 

The  Long  Pole  in  the  Tent 

Intelligence  is  indispensable  in 
the  global  war  on  terrorism.  However, 
given  the  nature  of  the  enemy,  there  is 
no  assurance  that  the  quality  of  intelli¬ 
gence  on  organizations  like  al  Qaeda 
will  notably  improve  without  institu¬ 
tional  changes  and  a  sustained  effort 
by  the  intelligence  community.  As  a 
flat  organization  composed  of  small 
cells  of  individuals  in  more  than  sixty 
countries,  al  Qaeda  has  demonstrated 
its  ability  to  employ  a  range  of  com¬ 
munications,  from  low-tech  means 
such  as  face-to-face  meetings  to  high- 
tech  devices  such  as  encryption.  When 
communications  have  been  inter¬ 
cepted,  it  has  been  agile  in  changing 
its  modus  operandi. 

Terrorist  organizations  do  not  rely 
on  the  kind  of  assets  that  make  other 
intelligence  targets  such  as  govern¬ 
ments  easier  to  penetrate.  Thus  na¬ 
tional  technical  means  of  collection — 
satellites,  electronic  eavesdropping, 


and  surveillance  aircraft — are  less  effec¬ 
tive.  Moreover,  extremism  not  only 
motivates  recruits  and  cements  other¬ 
wise  loose  networks,  but  makes  them 
almost  impossible  for  Western  agents 
to  infiltrate.  Because  of  their  strong 
ideological  convictions,  members  of 
these  groups  are  unlikely  to  defect 
even  if  offered  incentives.  Given  these 
factors,  the  campaign  against  terrorism 
may  pose  the  biggest  intelligence  chal¬ 
lenge  since  the  Cold  War. 

Homeland  security  presents  a  set 
of  requirements  that  call  for  an  under¬ 
standing  of  the  types  of  attack  that 
various  terrorist  organizations  are  able 
to  launch.  If  indicators  suggest  that  an 
attack  is  imminent,  authorities  need 
specific  warning  on  its  location  and 
type  to  enhance  law  enforcement,  se¬ 
curity,  and  consequence  management. 
Such  insight  is  unlikely  to  emerge 
without  a  synthesis  of  relevant  infor¬ 
mation  across  bureaucratic  lines  into  a 
coherent,  timely  picture. 

One  of  the  greatest  challenges  to 
homeland  security  is  enhancing  situa¬ 
tional  awareness — the  ability  to  know 
what  terrorists  are  doing  inside  na¬ 
tional  borders — without  becoming  a 
police  state.  Consider  the  fact  that  per¬ 
petrators  of  the  September  11  attacks 
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lived,  prepared,  and  hid  in  America  for 
several  years  but  went  undetected.  This 
lapse  occurred  because  the  intelligence 
community  did  not  collect  and  evalu¬ 
ate  the  right  information.  There  is  a 
need  to  redesign  collection  and  analy¬ 
sis  strategies  within  the  intelligence 
and  law  enforcement  communities. 

In  addition,  relevant  bits  of  infor¬ 
mation  were  available  in  various 
agency  files  but  remained  needles  in  a 
proverbial  haystack  of  intelligence 
data.  This  points  to  the  need  for  new 
technologies  to  organize,  store,  and  re¬ 
trieve  data  already  collected.  Another 


concern  is  that  agencies  may  have 
identified  key  elements  of  information 
yet  failed  to  correlate  them  to  present 
the  larger  picture.  This  argues  for  bet¬ 
ter  data  sharing  across  agency  lines. 
But  such  efforts  raise  the  specter  of  in¬ 
telligence  activities  within  U.S.  bor¬ 
ders,  which  has  long  been  seen  as  a 
threat  to  civil  liberties. 

The  campaign  against  terrorists  re¬ 
quires  coming  to  terms  with  the  ques¬ 
tion  of  basic  rights.  Creating  situational 
awareness  will  call  for  new  methods  of 
lawful  surveillance  of  both  citizens  and 
foreigners  living  in  America,  while  es¬ 
tablishing  adequate  oversight  mecha¬ 
nisms  to  ensure  that  they  are  not  mis¬ 
used.  In  short,  a  better  job  should  be 
done  to  track  and  find  terrorists  on 
American  soil  while  protecting  our  fun¬ 
damental  liberties. 

Since  better  intelligence  is  indis¬ 
pensable,  it  is  imperative  that  the 
United  States  act  quickly  and  pru¬ 
dently  to  address  the  most  serious 
problems  in  the  counterterrorism  cam¬ 
paign.  For  a  start,  the  President  should 
require  an  interagency  assessment  to 
identify  shortfalls  in  intelligence  pol¬ 
icy,  capabilities,  practices,  and  re¬ 
sources  that  could  hamper  effective¬ 
ness.  Based  on  a  comprehensive 
assessment,  the  administration  must 
develop  a  multi-year  action  plan. 

Second,  the  President  should  as¬ 
sign  a  high  priority  to  strengthening 
bilateral  intelligence-sharing  and  coop¬ 
eration  with  countries  that  have  the 


most  to  offer  on  the  terrorist  organiza¬ 
tions  of  greatest  concern.  After  Sep¬ 
tember  11,  such  arrangements  are 
defining  political  issues  in  relations 
with  many  nations.  A  central  diplo¬ 
matic  goal  must  be  to  broaden  and 
deepen  these  arrangements  as  a  corner¬ 
stone  of  bilateral  relations  with  key 
countries.  This  should  include  contin¬ 
uing  to  seek  greater  cooperation  in  sur¬ 
veillance  of  the  financial  transactions 
of  terrorist  organizations. 

Third,  Congress  should  increase 
resources  devoted  to  the  intelligence 
community  in  general  and  the  global 
war  on  terrorism  in  par¬ 
ticular.  This  will  be  es¬ 
sential  in  addressing 
critical  shortfalls  in 
areas  such  as  human  in¬ 
telligence,  covert  opera¬ 
tions,  analysts,  linguists,  area  special¬ 
ization,  and  the  integration  of  new 
technologies,  especially  with  regard  to 
information  management. 

Fourth,  the  guidelines  and  proc¬ 
esses  for  intelligence  sharing  must  be 
overhauled  to  enable  rapid,  effective 
fusion  and  ensure  situational  aware¬ 
ness.  This  must  occur  not  only  on  the 
national  level  but  also  among  Federal, 
state,  and  local  agencies.  American 
lives  are  on  the  line,  and  there  is  no 
excuse  for  bureaucratic  infighting  that 
compromises  the  ability  to  exploit 
available  intelligence. 

Such  initiatives  will  require  a  shift 
from  a  case  file  approach  of  domestic 
law  enforcement  to  more  fundamental 
and  proactive  data  analysis.  It  will  also 
demand  substantial  investment  in  data 
correlation  and  analysis  capabilities,  as 
well  as  sharing  data  across  bureaucratic 
lines.  Improving  the  ability  to  correlate 
data  will  mean  reevaluating  rules  that 
govern  collecting  intelligence  on  pri¬ 
vate  citizens  and  others  living  in  this 
country.  Specifically,  the  United  States 
must  organize  combined-agency  inves¬ 
tigation  centers  supervised  by  officials 
who  are  named  by  the  court  author¬ 
ized  under  the  Federal  Intelligence  Sur¬ 
veillance  Act.  These  officials  would  be 
real-time  privacy  ombudsmen  to  guard 
against  the  inappropriate  use  of  new 
investigative  techniques. 
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Fifth,  intelligence  and  law  en¬ 
forcement  agencies  must  conduct 
more  red  team  assessments  to  better 
anticipate  what  types  of  attack  terror¬ 
ists  might  contemplate  and  how  to  re¬ 
spond.  Though  imperfect,  such  efforts 
can  expose  gaps  in  thinking  and  short¬ 
comings  in  preparation. 

Finally,  the  intelligence  commu¬ 
nity  cannot  be  expected  to  solve  every 
problem  on  its  own.  It  must  pursue 
public-private  partnerships  to  engage 
the  best  expertise  to  surmount  techno¬ 
logical  hurdles.  Particular  investment 
must  be  made  in  new  technologies  to 
store  and  retrieve  information.  In  the 
wake  of  September  11,  it  should  not  be 
hard  to  find  private  sector  partners. 
More  broadly  stated,  the  intelligence 
community  should  seek  to  leverage  the 
diversity  and  openness  of  America,  en¬ 
gaging  experts  and  linguists  outside 
the  Government  through  outreach  and 
outsourcing. 

The  intelligence  and  law  enforce¬ 
ment  communities  are  recognized  as 
crucial  and  in  need  of  resources  and  re¬ 
form.  Nothing  will  be  more  important 
to  fighting  terrorism  and  homeland  se¬ 
curity  than  meaningfully  improving 
the  capabilities  and  performance  of 
these  two  communities. 

Preparing  for  the  Worst 

As  the  United  States  develops  a 
strategy  for  homeland  security,  it 
should  pay  attention  to  the  greatest 
threats  to  its  way  of  life:  bioterrorism 
and  attacks  on  critical  infrastructure. 

While  chemical  agents  could  pro¬ 
duce  hundreds  of  thousands  of  casual¬ 
ties,  an  attack  using  biological 
pathogens  could  cause  millions.  It  is 
well  established  that  al  Qaeda  has 
sought  biological  means  of  attack  and 
has  contacts  with  states  that  have  bio¬ 
logical  weapons  programs.  The  an¬ 
thrax  attacks  after  September  1 1  ended 
the  debate  about  whether  or  not  an  in¬ 
dividual  or  small  group  can  obtain  and 
use  biological  agents. 

The  good  news  is  that  biological 
pathogens  are  generally  difficult  to 
weaponize;  it  is  hard  to  produce  them 
in  large  quantities  and  format  their 
dispersal  to  cause  mass  casualties.  The 
bad  news  is  that  dedicated  terrorists 
would  need  only  a  small  quantity  of  a 
highly  contagious  pathogen  such  as 
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smallpox  to  create  a  mass-casualty 
event.  Every  infected  person  would  be 
a  walking  biological  weapon.  This  dan¬ 
ger  is  magnified  in  a  mobile  society. 
Local  bio-attacks  could  turn  into  a  na¬ 
tional  crisis  that  could  be  crippling. 
The  Nation  must  therefore  give  highest 
priority  to  keeping  pathogens  out  of 
the  hands  of  terrorists  and  enhancing 
its  ability  to  deal  with  such  attacks. 

Security  measures  at  U.S.  and  for¬ 
eign  facilities  have  not  been  adequate 
to  prohibit  theft  of  dangerous 
pathogens.  Samples  of  some  pathogens 
such  as  smallpox  are  kept  under  tight 
control  in  America,  whereas  others  like 
anthrax  are  stored  in  labs  under  mini¬ 
mal  security.  Across  the  former  Soviet 


Union,  literally  tons  of  biological 
weapons  agents  are  housed  in  nonse- 
cure  facilities. 

In  addition,  we  are  ill-prepared  to 
manage  the  aftermath  of  a  large-scale 
bioterrorism  attack.  The  United  States 
has  neither  sufficient  stockpiles  of  vac¬ 
cines  and  antibiotics  nor  means  to  rap¬ 
idly  distribute  them.  It  also  lacks  ade¬ 
quate  cadres  of  first  responders  trained 
and  equipped  to  deal  with  such  a  cri¬ 
sis.  The  Government  also  needs  man¬ 
agement  strategies,  plans,  and  infor¬ 
mation  systems.  Senior  leaders  simply 
would  not  get  the  intelligence  and  ex¬ 
pert  advice  required  to  make  informed 
decisions.  Federal  and  state  officials 
could  find  themselves  in  the  untenable 
position  of  using  force  to  constrain  the 
movement  of  citizens  absent  a  viable 
means  to  contain  a  crisis.  This  may  en¬ 
danger  civil  liberties  and  also  test  deci¬ 
sionmakers.  Indeed,  the  less  adequate 
the  response  to  bioterrorism,  the 
greater  both  the  likely  panic  and  the 
threat  to  basic  freedom. 

Working  with  members  of  Con¬ 
gress  and  state  and  local  government 
officials,  the  President  should  under¬ 
take  a  public-private  initiative  to  en¬ 
hance  national  capabilities.  This  effort 
must  focus  on  the  public  health  sys¬ 
tem  to  limit  the  catastrophic  potential 
of  bioterrorism. 


Substantial  investments  are 
needed  to  strengthen  public  health  ex¬ 
pertise,  infrastructure,  and  early  warn¬ 
ing  systems.  New  approaches  must  be 
developed  to  deal  with  the  diseases 
that  might  be  used  as  weapons  of  ter¬ 
ror,  especially  stockpiling  vaccines  and 
antibiotics,  strengthening  national  and 
regional  distribution,  and  researching 
and  developing  other  means  of  facili¬ 
tating  rapid  disease  control  such  as  eas¬ 
ily  deployable  diagnostic  tools  using 
new  biotechnologies.  Administration 
and  congressional  action  to  create  a 
stockpile  of  hundreds  of  millions  of 
doses  of  smallpox  vaccines  is  a  step  in 
the  right  direction,  but  much  more 
needs  to  be  done  to  safeguard  against 
other  pathogens.  Par¬ 
ticularly  important 
will  be  developing  an 
appropriate  regulatory 
process  to  ensure  the 
safety  of  vaccines  and 
antibiotics  as  well  as  providing  medical 
and  pharmaceutical  industries  with  in¬ 
centives  such  as  liability  protection  to 
rise  to  this  national  challenge. 

This  initiative  must  also  include 
the  development  and  implementation 
of  a  robust  security  protocol  to  protect 
laboratories  that  store  pathogens 
which  could  be  used  in  terrorist  at¬ 
tacks;  an  extensive  program  of  analy¬ 
sis,  simulations,  and  exercises  to  im¬ 
prove  knowledge  of  such  threats  and 
identify  and  prioritize  shortfalls;  devel¬ 
opment  of  detailed  plans  and  decision¬ 
making  protocols,  including  clarifica¬ 
tion  of  jurisdictional  issues  between 
Federal  and  state  entities;  and  develop¬ 
ment  of  information  systems  on  all 
levels  to  better  manage  such  events. 

In  addition,  the  United  States 
must  deal  with  the  legacy  of  biological 
weapons  in  the  former  Soviet  Union 
through  cooperative  threat  reduction 
programs.  This  effort  should  reinvigo¬ 
rate  and  reorient  the  Biological 
Weapons  Convention  to  take  into  ac¬ 
count  new  bioterrorism  threats.  Only 
in  preparing  for  the  worst  case  can  the 
potential  consequences  be  limited. 

The  security  of  critical  infrastruc¬ 
ture — physical  assets  and  cyber-based 
systems  essential  to  the  minimal  opera¬ 
tions  of  the  economy  and  bureau¬ 
cracy — is  another  urgent  challenge  in 
addressing  the  risks  and  consequences 


an  active,  sustained  partnership  between 
the  public  and  private  sectors  will  be 
essential  in  the  case  of  bio-defense 


of  terrorism.  Widespread  disruption  and 
panic  would  quickly  ensue  if  an  aircraft 
breached  the  containment  structure  of 
a  nuclear  power  plant,  a  major  urban 
power  plant  was  shut  down,  or  the 
computer  system  of  the  New  York  Stock 
Exchange  was  sabotaged. 

Between  80  and  90  percent  of  crit¬ 
ical  infrastructure  is  either  owned  or 
operated  by  private  firms.  It  includes 
telecommunications,  electrical  power 
systems,  gas  and  oil  distribution,  bank¬ 
ing  and  financial  institutions,  trans¬ 
portation,  water  resources,  and  emer¬ 
gency  services.  In  the  new  age  of 
information  technology  much  critical 
infrastructure  has  become  automated, 
bringing  efficiencies  but  also  vulnera¬ 
bilities,  including  susceptibility  to 
cyber  attack.  An  active,  sustained  part¬ 
nership  between  the  public  and  private 
sectors  will  be  essential  in  the  case  of 
bio-defense. 

Significant  progress  has  been 
made,  including  the  organization  of 
Information  Sharing  and  Analysis  Cen¬ 
ters  by  the  Government  in  partnership 
with  the  private  sector  for  addressing 
electronic  threats,  vulnerabilities,  inci¬ 
dents,  and  solutions.  But  to  date  such 
efforts  have  largely  focused  on  cyber- 
based  rather  than  physical  threats. 
Given  that  terrorist  groups  like  al 
Qaeda  have  displayed  interest  in  in¬ 
flicting  highly  visible  mass-casualty 
events,  cyber  strikes  may  not  be  a  pre¬ 
ferred  mode  of  attack.  The  Bush  ad¬ 
ministration  should  focus  on  physical 
vulnerabilities  and  threats  in  various 
sectors  in  its  efforts  to  improve  critical 
infrastructure  protection. 

The  United  States  needs  not  only 
new  threat  and  vulnerability  assess¬ 
ments,  but  also  a  clear  delineation  of 
various  responsibilities  and  authorities 
for  the  security  of  critical  infrastruc¬ 
ture.  For  example,  who  is  responsible 
for  security  at  over  100  nuclear  power 
plants?  The  utility  companies  who  op¬ 
erate  the  plants,  local  law  enforcement 
agencies,  or  the  National  Guard  under 
state  control?  These  issues  must  be 
clarified  through  consultations  be¬ 
tween  Federal,  state,  and  local  govern¬ 
ments  and  industry.  Private  firms  will 
have  a  particularly  important  role, 
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ranging  from  designing  new  facilities 
to  better  withstand  attack,  to  enhanc¬ 
ing  physical  security  systems  at  exist¬ 
ing  facilities,  to  bringing  relevant  tech¬ 
nologies  and  products  to  market. 

Towards  Homeland  Security 

Congress  is  scrutinizing  the  pro¬ 
posal  for  a  department  of  homeland 
security,  but  regardless  of  the  organiza¬ 
tional  structure  that  emerges,  the  chal¬ 
lenges  outlined  above  require  that  the 
Nation  take  five  interrelated  steps. 
First,  it  must  conduct  a  thorough  inter¬ 
agency  assessment  of  possible  dangers 
to  the  homeland,  considering  different 
kinds  of  threats  and  their  conse¬ 
quences.  Second,  based  on  that  assess¬ 
ment,  it  must  develop  a  national  strat¬ 
egy  that  articulates  priorities  for 
resource  allocation — essentially  where 
to  place  the  emphasis  and  how  to  ac¬ 
cept  or  manage  a  degree  of  risk.  Third, 
it  must  create  an  interagency  program 
review  and  budget  process  to  integrate 
and  prioritize  homeland  security  ef¬ 
forts  on  the  national  level.  Fourth,  it 
must  establish  a  program  to  simulate 
and  train  decisionmakers.  Finally,  it 
must  develop  operational  concepts  to 


enhance  homeland  security.  Only 
these  steps  can  enhance  national  secu¬ 
rity  at  an  acceptable  cost. 

Interagency  threat  assessment.  The 
first  step  is  tasking  the  Homeland  Secu¬ 
rity  Advisor  to  lead  a  comprehensive 
interagency  assessment  of  current  and 
future  threats.  The  objective  would  be 
to  develop  a  framework  for  under¬ 
standing  potential  threats  and  estab¬ 
lishing  short-,  mid-,  and  longer-term 
goals.  Participants  should  include  the 
intelligence  agencies;  Federal  Bureau  of 
Investigation;  Departments  of  Defense, 
Treasury,  Transportation,  Commerce, 
and  Health  and  Human  Services;  and 
Centers  for  Disease  Control  and  draw 
on  open  as  well  as  internal  informa¬ 
tion  sources. 

To  make  the  appraisal  a  living 
process  rather  than  a  one-time  exer¬ 
cise,  the  President  should  establish  a 
new  terrorism  assessment  unit  in  the 
Office  of  Homeland  Security  designed 
to  think  like  terrorists  and  study  ways 
security  could  be  breached.  This  must 
not  be  an  unbounded  exercise  of 
human  imagination,  but  rather  a  disci¬ 


plined  review  of  terrorist  doctrine  and 
techniques,  intelligence  assessments, 
and  goals  and  effects  sought  by  terror¬ 
ist  groups.  The  unit  should  draw  on  re¬ 
search  as  well  as  unconventional 
sources.  Its  aim  must  be  to  shape  the 
strategy  and  programs  of  departments 
and  agencies  that  share  the  homeland 
security  mission. 

National  risk  management  strategy. 
Next,  the  President  should  task  the 
Homeland  Security  Advisor  to  conduct 
an  interagency  review  to  define  and 
prioritize  objectives,  articulate  a  strat¬ 
egy  to  meet  those  objectives,  and  de¬ 
velop  a  concept  of  operations  that  as¬ 
signs  responsibilities  to  specific 
agencies  and  actors  for  executing  the 
strategy.  While  this  is  the  charter  of 
the  Homeland  Security  Advisor,  and 
there  has  been  much  talk  of  develop¬ 
ing  a  national  strategy,  no  rigorous  in¬ 
teragency  process  appears  to  be  under¬ 
way.  This  planning  process  must  build 
on  the  threat  assessment  described 
above  and  include  an  assessment  of  ca¬ 
pabilities  to  deal  with  priority  threats. 
The  objective  should  be  to  provide  pol¬ 
icy  guidance  and  prioritize  shortfalls  in 
national  capabilities. 

Informed  by  a  strategy  review,  the 
Homeland  Security  Advisor  should  de¬ 
velop  a  multi-year  interagency  action 
plan.  The  plan  must  specify  short-term 
actions  to  be  taken  on  a  priority  basis, 
long-term  investments  to  enhance  crit¬ 
ical  capabilities,  and  a  clear  division  of 
labor,  including  lead  agency  responsi¬ 
bility  for  specific  areas  and  actions. 
This  plan  should  be  issued  by  the  Pres¬ 
ident  to  guide  resource  allocation.  It 
must  be  a  living  document  that  is  an¬ 
nually  revised.  The  development 
process  must  include  input  from  all 
Federal  agencies  responsible  for  home¬ 
land  security,  as  well  as  consultation 
with  state  and  local  agencies  and  ac¬ 
tors.  Such  an  integrated  action  plan 
will  be  critical  to  getting  the  highest 
returns  on  an  investment  totalling  bil¬ 
lions  of  dollars. 

Strategy-driven  program  and  budget 
review  process.  Once  the  plan  is  in  place, 
the  advisor  should  establish  a  rigorous 
program  and  budget  review  process 
which  annually  reviews  activities  and 
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expenditures  of  relevant  agencies  in 
light  of  multi-year  requirements.  The 
review  must  provide  a  mechanism  for 
enforcing  Presidential  priorities.  White 
House  backing  will  be  essential. 

The  Homeland  Security  Advisor 
must  also  fully  integrate  Federal  pro¬ 
grams  and  plans  with  state  and  local 
governments  and  aid  those  authorities 
in  enhancing  homeland  security  capa¬ 
bilities.  Because  state  and  local  govern¬ 
ments  are  likely  to  be  the  first  to  re¬ 
spond,  they  will  bear  the  lion's  share 
of  responsibility  in  implementing  deci¬ 
sions  made  in  Washington.  They  will 
feel  the  impact  of  any  attack  most 
acutely.  These  constituencies  will  have 
to  be  included  in  decisions  to 
strengthen  security  at  home.  The  same 
situation  is  true  within  the  private  sec¬ 
tor,  particularly  firms  involved  in  oper¬ 
ating  or  securing  critical  infrastructure. 

Rigorous  simulation  and  training. 
The  Office  of  Homeland  Security  must 
institute  gaming  or  simulation  of 
homeland  security  scenarios.  Such  sim¬ 
ulations  can  reveal  discontinuities  in 
plans  for  future  events,  offer  insights 
into  complex  problems  that  can't  be 
learned  from  reports,  establish  opera¬ 
tional  working  relationships  among 
players  in  peacetime  that  are  crucial  for 


communication  in  crises,  help  organi¬ 
zations  to  surmount  turf  battles  by  rec¬ 
ognizing  what  can  be  done  as  well  as 
what  various  organizations  bring  to  the 
table,  and  detect  shortfalls  in  processes 
and  capabilities  that  should  be  ad¬ 
dressed.  Comprehensive  simulation 
and  training  must  include  periodic  ses¬ 
sions  for  the  President  and  cabinet  as 
well  as  subcabinet  and  working-level 
officials  in  key  positions. 

Develop  new  operational  concepts. 
Finally,  the  Office  of  Homeland  Secu¬ 
rity  should  form  an  advanced  concepts 
office  that  can  develop  approaches 
which  bridge  discontinuities  and  ad¬ 
dress  shortfalls  identified  in  simula¬ 
tions  and  training.  It  could  use  current 
research  techniques  to  identify  alterna¬ 
tive  operational  concepts  and  provide 
guidance  on  capabilities  to  meet  prior¬ 
ity  requirements. 

Homeland  security  is  front  and 
center  in  America's  consciousness,  and 
it  is  likely  to  remain  so,  especially  if 
further  attacks  occur.  Unlike  the  Gulf 
War  or  even  the  decades  of  the  Cold 
War,  fighting  terrorism  will  not  have  a 
clear  endpoint.  Rather,  it  will  be  simi¬ 
lar  to  the  wars  on  crime  and  drugs. 
Since  intractable  problems  can't  be 
eliminated,  victory  becomes  a  matter 
of  reducing  risks  to  an  acceptable  level. 
In  sum,  the  realities  of  homeland  secu¬ 


rity  require  the  Nation  to  think  about 
conflict  in  different  ways  and  over¬ 
come  its  varied  challenges. 

The  Federal  Government  in  part¬ 
nership  with  state  and  local  agencies 
and  the  private  sector  must  enhance 
homeland  security  to  win  the  global 
war  on  terrorism.  This  effort  must  be 
started  by  conducting  a  comprehensive 
threat  assessment  and  developing  a  na¬ 
tional  strategy  and  program  that  out¬ 
lines  clear  priorities  for  investment.  It 
must  adopt  ways  of  doing  business  to 
integrate  policies,  programs,  and  budg¬ 
ets  across  bureaucratic  lines  on  the  na¬ 
tional,  state,  and  local  levels  as  well  as 
the  private  sector.  This  will  require 
both  political  will  and  leadership  on 
the  part  of  elected  officials  and  historic 
levels  of  public  support.  But  meeting 
this  challenge  is  not  an  option;  it  is  im¬ 
perative  for  the  Nation  to  prevail  in 
this  fight  against  terrorism.  JFQ 
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